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Abstract

How are Al assistants being used in the real world? While model providers in
theory have a window into this impact via their users’ data, both privacy concerns
and practical challenges have made analyzing this data difficult. To address these
issues, we present Clio (Claude insights and observations), a privacy-preserving
platform that uses Al assistants themselves to analyze and surface aggregated usage
patterns across millions of conversations, without the need for human reviewers to
read raw conversations. We validate this can be done with a high degree of accuracy
and privacy by conducting extensive evaluations. We demonstrate Clio’s usefulness
in two broad ways. First, we share insights about how models are being used
in the real world from one million Claude.ai Free and Pro conversations, ranging
from providing advice on hairstyles to providing guidance on Git operations and
concepts. We also identify the most common high-level use cases on Claude.ai
(coding, writing, and research tasks) as well as patterns that differ across languages
(e.g., conversations in Japanese discuss elder care and aging populations at higher-
than-typical rates). Second, we use Clio to make our systems safer by identifying
coordinated attempts to abuse our systems, monitoring for unknown unknowns
during critical periods like launches of new capabilities or major world events, and
improving our existing monitoring systems. We also discuss the limitations of our
approach, as well as risks and ethical concerns. By enabling analysis of real-world
Al usage, Clio provides a scalable platform for empirically grounded Al safety and
governance.

1 Introduction

Despite widespread interest about the impact of Al systems on society, there is remarkably little public
data about how models are actually being used in practice. What kinds of capabilities are seeing the
most real-world adoption in the economy? How does usage vary across different communities and
cultures? Which anticipated benefits and risks are most borne out in concrete data?

This lack of understanding is particularly striking because model providers have access to usage data
that could be used to answer these exact questions. Providers, however, face significant challenges in
analyzing this data and sharing these potential insights:
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Figure 1: Using Clio to understand real-world use of AI assistants. Clio transforms raw conversa-
tions into high-level patterns and insights. This approach enables us to understand how Al assistants
are being used in practice—analogous to how Google Trends provides insights about web search
behavior. See Figure 2 for more details on how Clio works and how it preserves privacy. (Note: figure
contains illustrative conversation examples only.)

First, users share sensitive personal and business information with these systems, creating a funda-
mental tension between privacy protection and the need for providers to understand how their systems
are being used. Second, having humans review conversations can raise ethical concerns, due to the
repetitive nature of the task and the potentially distressing content reviewers could be exposed to.
Third, providers face competitive pressures not to release usage data even if it would be in the public
interest, as such data could reveal information about their user bases to competitors. And finally, the
sheer scale of the data makes manual review impractical—millions of messages are sent daily, far
more than any human team could meaningfully analyze.

To address these challenges, we present Clio (Claude insights and observations). Clio is a system that
uses Al assistants themselves to surface aggregated insights across millions of model interactions
while preserving user privacy (Figures 1 and 2).> Similar to how Google Trends provides aggregate
insights about web search behavior, Clio reveals patterns about how Al assistants are used in the
real world. Clio then visualizes these patterns in an interface that enables discovering both specific
patterns of interest as well as unknown unknowns (Figure 3).

First, we describe our evaluations of Clio’s outputs, including both the faithfulness of the insights
produced by Clio (Appendix C) as well as validating empirically that the final Clio outputs do not
contain any private user data (Section 2.3 and Appendix D). For example, Clio reconstructed the
ground-truth distribution of topics in a synthetic dataset with 94% accuracy, and produced no clusters
with private data in an audit of 5,000 conversations (Section 2; Figures 4 and 5). Next, we demonstrate
Clio’s capabilities and real-world impact across two broad use cases:

1. Understanding broad usage patterns (Section 3; Figures 6 and 7): By clustering and
visualizing millions of conversations, Clio reveals how people actually use Al assistants in
the real world, without the need for human reviewers to read millions of user conversations.
Specifically, we share the most common high-level use cases Clio identifies on Claude.ai
Free and Pro. We find that coding and business use cases dominate, with significant
activity in areas like debugging code, drafting professional emails, and analyzing business
data. By comparing conversations across languages, we also find significant variations

2 Anthropic enforces strict internal privacy controls. Our privacy policy enables us to analyze aggregated
and anonymized user interactions to understand patterns or trends. We continue to manage data according to
our privacy and retention policies, and maintain our approach of not training our generative models on user
conversations by default. Because we focus on studying patterns in individual usage, the results shared in
this paper exclude activity from business customers (i.e. Team, Enterprise, and all API customers). For more
information, see Appendix F.


https://www.anthropic.com/legal/privacy
https://privacy.anthropic.com/en/articles/10023548-how-long-do-you-store-personal-data

in how different linguistic communities use Claude. For example, Japanese and Chinese
conversations are more likely to discuss elder care.

2. Improving Anthropic’s safety systems (Section 4; Figure 8): We share three case studies
for how we have used Clio to enhance Anthropic’s safety efforts: detecting coordinated mis-
use that is invisible at the individual conversation level, monitoring for unknown unknowns
in periods of increased uncertainty such as the launch of new capabilities and in the run-up
to major world events, and identifying patterns of over-triggering and under-triggering in
our existing safety classifiers. Clio’s insights have led to concrete enforcement actions on
our systems; for example, we uncovered and banned a network of automated accounts that
were attempting to abuse the free version of Claude.ai to generate spam optimized for search
engines.

Finally, we discuss Clio’s limitations (Section 5), and also discuss in detail the ethical considerations
and potential risks that Clio poses (Section 6), along with mitigations. For example, we discuss
the potential for Clio-like systems to be misused, additional potential privacy concerns, and more.
Ultimately, we derive a justification for building and disclosing Clio that centers around the many
pro-social and safety-enhancing features it affords both us and other model providers.

Looking ahead, the need for empirical understanding of how Al systems are used in practice will
only increase as these systems become more capable and widespread. While pre-deployment testing
like red-teaming [Ganguli et al., 2022] and evaluations remain crucial, post-deployment monitoring
[Stein et al., 2024] provides an essential complement by surfacing real-world usage patterns and
risks that may not be captured by predetermined scenarios—insights that can in turn inform future
pre-deployment tests and safeguards. We present Clio as one approach to privacy-preserving insight
at scale, and by sharing both our methods and ongoing findings with the research community, we
hope to contribute to an emerging culture of empirical transparency in the field.

2 High-level design of Clio

Al assistants can be used for an extremely wide range of tasks, from writing code to planning a
wedding to brainstorming scientific experiments. This diversity makes it challenging to understand
how these systems are actually being used and what risks they might pose. Traditional pre-deployment
assessments like benchmarks and red-teaming are valuable but inherently limited, as they can only
test for issues we think to look for.

Clio addresses this challenge by enabling bottom-up analysis of real-world Al usage. Given a large
collection of conversations between users and models, Clio identifies broad patterns and trends while
preserving user privacy. For example, Clio could reveal that a significant number of users are using
Claude for debugging code, or surface coordinated attempts across multiple accounts to misuse the
system for a disallowed purpose.

2.1 Enabling exploratory search for unknown unknowns

Clio is designed to enable analysts to discover unknown unknowns—including risks or applications
that were not anticipated by model providers. To do so, Clio implements several design principles to
facilitate sensemaking [Weick et al., 2005] and exploratory search [Marchionini, 2006, White and
Roth, 2009]—where analysts can start with broad questions and iteratively discover patterns, rather
than having to know what to look for in advance.

Bottom-up pattern discovery Unlike traditional ML benchmarks that test for predefined capabili-
ties or behaviors, Clio aims to surface patterns that emerge naturally from actual usage data. This
approach helps identify both expected and unexpected uses of Al systems, without requiring us to
know what to look for in advance. The clusters and descriptions Clio provides can be useful in their
own right as a detailed but privacy-preserving view of the dataset, or they can be used to identify
areas of concern for further investigation by our safety team.

Hierarchical organization of patterns Clio is designed to be scalable to many millions of con-
versations. To enable users to navigate large numbers of patterns discovered in a vast dataset, Clio
recursively organizes base-level clusters into a multi-level hierarchy that lets users start from a set of
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Figure 2: System diagram. This diagram illustrates how Clio processes insights from a sample
of real-world conversations while maintaining user privacy. Clio processes a raw sample of traffic,
extracts key facets (attributes like language or conversation topic), groups these facets into similar
clusters (using text embeddings and k-means), and finally organizes those clusters into both a
hierarchy as well as 2D space for ease of exploration. Along the way, Clio applies several privacy
barriers (orange stripes) that prevent private information from reaching the user-visible parts of
Clio (right). See Appendix B for more details on each stage of the pipeline. (Note: figure contains
illustrative examples only.)

a few dozen high level patterns (e.g., Explain scientific concepts and conduct academic research)
to thousands of lower-level categories (e.g., Explain and analyze cancer immunology research and
treatments).

Interactive exploration Once this hierarchy of patterns is created, Clio provides an interactive 2D
interface for exploring and understanding it. This supports both targeted investigation (e.g., "color the
clusters by the fraction of refusals") and serendipitous discovery through visualization and navigation
(an analyst might zoom into the "Writing" high-level cluster, see a large, lower-level cluster titled
"Formulaic content generation for SEQ", and then flag it for further review as a potential violation of
Anthropic’s terms of service).

2.2 How Clio works: a brief system design overview

At a high level, Clio works through a multi-stage pipeline that transforms raw conversations into
privacy-preserving insights:

1. Extracting facets: For each conversation, Clio extracts multiple “facets”—specific attributes
or characteristics such as the high-level conversation topic, number of conversational turns,
or language used. Some facets are computed directly (e.g., number of turns), while others
are extracted using models (e.g., conversation topic).

2. Semantic clustering: Clio then groups similar conversations by creating embeddings
[Reimers and Gurevych, 2019, 2022] of one of the natural language facets (e.g., conversation
topic) and using k-means clustering [Lloyd, 1982].
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